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TO SUPPLY, DELIVER, INSTALL AND COMMISSIONING FOR STRUCTURED COMPUTER NETWORK WIRING AND SECURITY ACCESS SYSTEM
TO INSTITUT PERUBATAN DAN PERGIGIAN TERMAJU, UNIVERSITI SAINS MALAYSIA, BERTAM, 13200 KEPALA BATAS, PULAU PINANG
TECHNICAL SPECIFICATION SCHEDULE
QUOTATION NO  : S/A/IPPT/17/09
TAX CODE              : TX-RE
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	ITEM NAME
Structured Computer Network Wiring And Security Access System 

DESCRIPTION 
To supply, deliver, install and commissioning for structured computer network wiring and security access system.

ESSENTIAL COMPONENTS
1. Network Installation Work.
2. Surveillance Security IP Camera and Access Control Installation Work.

TECHNICAL SPECIFICATION
1. Network Installation Work 
1.1 To supply and install network backbone wiring to provide inter-building network connectivity between main CTC network switch to new BIOBAHAN network switch.
1.1.1 Shall supply and install standard armoured outdoor AMP OM3 12-core single-mode fibre optic or better.
1.1.2 Shall supply and install 3-inch in diameter galvanised iron (GI) pipe for additional outdoor fibre optic environment protection.
1.1.3 Shall supply and install 4-inch (W) x 4-inch (H) indoor green colour metal trunking.
1.1.4 Shall supply and install 2-units of ADC Krone 19-inch 12-port 1RU Plastic Fibre Optic Patch Panel or better complete with 1 meter duplex single mode SC pigtail, couplers and adapters.
1.1.5 Shall supply and install 2-units of AMP NetConnect 19-inch 1RU Horizontal Cable Manager or better.
1.1.6 Shall supply and install 12-units of AMP 3 meters OM3 Single-mode SC-LC Duplex Fibre Patch Cord or better.
1.2 To supply and install computer network wiring to provide end user wired and wireless network connectivity.
1.2.1 Shall supply and install internal computer wiring complete with switch and user patch cord with the following configuration:
1.2.1.1 BIOBAHAN
1.2.1.2 DENTAL LAB
1.2.1.3 INFEKTOMIK
1.2.2 Shall supply and install network wiring using AMP Unshielded 23AWG 4-pair Category 6 (CAT 6) or better.
1.2.3 Shall supply and install 8-inch (W) x 4-inch (H) indoor white colour metal trunking.
1.2.4  Shall supply and replace existing 4-inch (W) x 4-inch (H) to 8-inch (W) x 4-inch (H) indoor white colour metal trunking. Connection location within ARC Network Room only.
1.2.5 Maximum of 24 wires per bundle inside metal trunking. 
1.2.6 Shall supply and install 10-units of AMP NetConnect 19-inch 1RU 24-port Patch Panel or better.
1.2.7 Shall supply and install 20-units of AMP NetConnect 19-inch 1RU Horizontal Cable Manager or better.
1.2.8 Shall supply and install 143 units of 2-meters AMP Factory Crimp Unshielded Category 6 (CAT6 Orange) Patch Cord (patch panel to switch). 
1.2.9 Shall supply and install 10 units of 2-meters AMP Factory Crimp Unshielded Category 6 (CAT6 Blue) Patch Cord (Access Switch Uplink Cable).
1.2.10 Shall supply and install 143 units of 2-meters AMP Factory Crimp Unshielded Category 6 (CAT6 Blue) Patch Cord (User).
1.3 To supply and install network equipment rack at identified IT Services Network Room of BIOBAHAN and DENTAL LAB with the following features:
1.3.1 42U rack
1.3.2 Dimension: 800mm (W) x 800mm (D)
1.3.3 Door: Flat and  Perforated
1.3.4 Colour: Dark
1.3.5 Vertical Finger Duct Panels: 78-inch (H) x 4-inch (W) x 5-inch (D) or better.
1.3.6 2 units of 19-inch, 6 power outlet (3-pin socket) rack mount Power Distribution Unit (PDU) with IEC 320 C20 Connector.
1.4 To supply and install Uninterrupted Power Supply into proposed network equipment rack with the following features:
1.4.1 Form Factor: Rack-mountable, 2U
1.4.2 Minimum of 3000VA output capacity
1.4.3 Topology: Double Conversion Online
1.4.4 Output Connections:
1.4.4.1 Minimum of 2 units IEC 320 C19
1.4.4.2 Minimum of 8 units of IEC 320 C13
1.4.5 Input connections:
1.4.5.1 IEC 320 C20
1.4.6 Shall support automatic internal bypass operation.
1.4.7 Shall support hot swappable batteries.
1.4.8 Shall come with Network Management Card with Environmental Monitoring:
1.4.8.1 Availability of device information by forwarding SNMP trap (events) across SNMPv1, SNMPv2 and SNMPv3.
1.4.8.2 Temperature Monitoring Capability.
1.5 To supply and install network distribution switch.
1.5.1 Shall be installed and configured to suit existing IPPT’s networking architecture. EIGRP stub is highly recommended to be configured on every unit for network routing access.
1.5.2 Shall come with IP Base Software and support for routed access with the following routing:
1.5.2.1 IP unicast routing protocols (static, Routing Information Protocol Version 1 [RIPv1], and RIPv2, RIPng, Enhanced Interior Gateway Routing Protocol [EIGRP] stub).
1.5.3 Integrated Wireless controller capability for existing wireless access point.
1.5.4 Minimum of 24 Ethernet 10/100/1000Mbps UTP PoE+ (Power over Ethernet Plus IEEE 802.3at) ports with 30W power on all live ports. 
1.5.5 Security supported: IEEE 802.1x 
1.5.6 Minimum of 92Gbps switching Fabric.
1.5.7 Minimum of 480Gbps stacking bandwidth.
1.5.8 Minimum of 4GB DRAM Memory.
1.5.9 Minimum of 2GB Flash memory. 
1.5.10 Minimum of 68.4Mpps wire speed forwarding rate on 64 byte packets. 
1.5.11 Minimum of 4000 VLAN IDs per switch.
1.5.12 715WAC Power Supplies
1.5.13 C13-C14 power cord
1.5.14 Support auto negotiation for half/full duplex.
1.5.15 Support Automatic medium dependent interface crossover (Auto MDIX) on a copper port.
1.5.16 Support Port Aggregation Protocol (PAgP) 
1.5.17 Support Link Aggregation Control Protocol (LACP)
1.5.18 Support multiple VLAN tagging per port.
1.5.19 Support dynamic VLANs and dynamic trunk configuration (VTP).
1.5.20 Should be able to support Voice VLAN. 
1.5.21 Support Per VLAN Spanning Tree Protocol (PVST).
1.5.22 Support Per‐VLAN Rapid Spanning Tree Plus (PVRST+).
1.5.23 Support Spanning Tree PortFast & PortFast guard.
1.5.24 Support Spanning Tree root guard.
1.5.25 Support Unidirectional Link Detection Protocol (UDLD) and Aggressive  UDLD.
1.5.26 Shall come with a 715WAC Redundance Power supply. 
1.5.27 C13-C14 power cord.
1.5.28 Shall come with a minimum of 2x10GE SFP+ Network Module.
1.5.29 Shall come with 2 units of 10 GE SFP Transceiver same brand as proposed switch, LC connector LX/LH transceiver per unit switch.

1.6 To supply and install network access switch.
1.6.1 Shall be configured to accept minimum of 2 VLANs (Voice and Data) on every ports (Access mode). The existing IP Phone shall be able to recognize voice VLAN automatically (Zero touch configuration for IP Phone).
1.6.2 Shall come with LAN Base Software.
1.6.3 Minimum of 24 Ethernet 10/100/1000Mbps UTP PoE (Power over Ethernet Plus) ports with minimum power 15.4W for 24 live ports.
1.6.4 Minimum of 4x1Gbps SFP uplink ports. 
1.6.5 Minimum of 71.4 Mpps wire speed forwarding rate on 64 byte packets. 
1.6.6 Minimum of 512 MB DRAM Memory architecture shared by all ports. 
1.6.7 Minimum of 128 MB Flash memory. 
1.6.8 Minimum of 108 Gbps forwarding bandwidth. 
1.6.9 Minimum of 1000 VLANs supported. 
1.6.10 Minimum of 4000 VLAN IDs per switch.
1.6.11 Support auto negotiation for half/full duplex.
1.6.12 Support automatic medium dependent interface crossover (Auto MDIX) on a copper port.
1.6.13 Support Port Aggregation Protocol (PAgP).
1.6.14 Support Link Aggregation Control Protocol (LACP).
1.6.15 Support multiple VLAN tagging per port.
1.6.16 Support dynamic VLANs and dynamic trunk configuration (VTP).
1.6.17 Should be able to support Voice VLAN. 
1.6.18 Support Per VLAN Spanning Tree Protocol (PVST).
1.6.19 Support Per‐VLAN Rapid Spanning Tree Plus (PVRST+).
1.6.20 Support Spanning Tree PortFast & PortFast guard.
1.6.21 Support Spanning Tree root guard.
1.6.22 Support Unidirectional Link Detection Protocol (UDLD) and Aggressive UDLD.
1.7 To supply and install Enterprise Wireless Access Point.
1.7.1 Shall provide Enterprise-class Wireless Access Point.
1.7.2 Shall support Controller-based deployment and to be configured with existing Wireless LAN Controller (Cisco WLC 5500 Series). 
1.7.3 Shall support 802.11n with maximum data rates up to 600Mbps on 5 GHz radios or better.
1.7.4 Shall support 802.11ac Wave 1 and Wave with maximum data rates up to 1.7Gbps on 5 GHz radios or better.
1.7.5 Minimum of 1GB DRAM. 
1.7.6 Minimum of 256MB Flash memory. 
1.7.7 Integrated 2.4GHz and 5GHz omni antenna. 
1.7.8 10/100/1000Base-T (RJ-45) Power over Ethernet (PoE) network interface.
1.7.9 10/100/1000Base-T (RJ-45) AUX (Link Aggregation) network interface.
1.7.10 Management console port (RJ-45).
1.7.11 Supports UL 2043 Plenum Rating and Extended Operating Temperature for installation in environmental airspaces such as areas above suspended ceilings. 
1.7.12 Support Multipurpose and Lockable Mounting Bracket to provide greater flexibility in installation options for site surveys, as well as theft deterrence.
1.7.13 Support both local and inline power, including IEEE 802.3af PoE. 
1.7.14 Security:
1.7.14.1 Authentication:
1.7.14.1.1 Security Standards.
1.7.14.1.2 WPA/WPA2 (802.11i).
1.7.14.1.3 Advanced Encryption Standard (AES)
1.7.14.1.4 Temporal Key Integrity Protocol (TKIP).
1.7.14.1.5 Message Integrity Check (MIC).
1.7.14.1.6 IEEE 802.11 WEP keys of 40 bits and 128 bits.
1.7.14.1.7 802.1x EAP types:
1.7.14.1.7.1 EAP‐Flexible Authentication via Secure Tunneling (EAP‐FAST).
1.7.14.1.7.2 Protected EAP‐Generic Token Card (PEAP‐GTC).
1.7.14.1.7.3 PEAP‐Microsoft Challenge Authentication Protocol Version 2 (PEAP‐MSCHAP).
1.7.14.1.7.4 EAP‐Transport Layer Security (EAP‐TLS).
1.7.14.1.7.5 EAP‐Tunneled TLS (EAP‐TTLS). 
1.7.14.1.8 Encryption:
1.7.14.1.8.1 AES-CCMP encryption (WPA2)
1.7.14.1.8.2 IEEE 802.11 WEP keys of 40 bits and 128 bits.
1.7.15 Support Status LEDs:
1.7.15.1 Status LED indicates operating state, association status, error/warning condition, boot sequence, and maintenance status. 
1.7.15.2 Ethernet LED indicates status of activity over the Ethernet. 
1.7.15.3 Radio LED indicates status of activity over the radio.

2. Surveillance Security IP Camera And Access Control Installation Work 
2.1 To install existing Axis IP Cameras at identified locations:
2.1.1 BIOBAHAN
2.1.2 DENTAL LAB
2.1.3 INFEKTOMIK
2.2 To supply, install and integrates LENEL Intelligence System Controller to support door access control, time attendance system and guard tour system with existing Centralized Security Management System:
2.2.1 BIOBAHAN
2.2.2 DENTAL LAB
2.2.3 Standard features as below:
2.2.3.1 LENEL Intelligence Controller Card LNL3300 or better.
2.2.3.2 Shall support connection up to 64 devices.
2.2.3.3 Metal container with temper switch and lock for mounting up to 6 access control modules complete with 30A 12VDC Power Supply Unit.
2.3 To supply and install Door Access Control
2.3.1 LENEL Dual Reader Interface (DRI) Module: LNL1320 Dual Reader Series 2 or better.
2.3.2 Compact Mifare Classic Smartcard Entrance Reader with Open Supervised Device Protocol (OSDP).
2.3.3 Electromagnetic Door Magnets with minimum of 1200lbs holding force.
2.3.4 Push-To-Exit Active switch for Exit.
2.3.5 Emergency break glass switch for emergency exit.
2.3.6 Bypass key switch for magnetic door lock activation and deactivation.

2.4 To supply and install Time Attendance Control.
2.4.1 LENEL Dual Reader Interface (DRI) Module: LNL1320 Dual Reader Series 2 or better.
2.4.2 Compact Mifare Classic Smartcard Clock-in Reader with Open Supervised Device Protocol (OSDP) support.
2.4.3 Compact Mifare Classic Smartcard Clock-out Reader with Open Supervised Device Protocol (OSDP) support.
2.5 To supply and install Guard Tour Control
2.5.1 LENEL Single Reader Interface (SRI) Module: LNL1320 Single Reader Series 2 or better.
2.5.2 Compact Mifare Classic Smartcard Reader with Open Supervised Device Protocol (OSDP) support for guard tour checkpoint.

STANDARD REQUIREMENTS AND INSTRUCTIONS
1. Suppliers shall furnish a clause-by-clause commentary (detail comments) on the above requirements. The supplier who commented with texts such as “Yes”, “Complied”, “Refer to catalogue” or any text of this nature shall be considered as NON-RESPONSIVE.
2. The supplier shall tag and highlight in the catalogue or other related documents the statements that conform to be specification requirements.
3. Supplier shall provide information regarding their servicing capabilities including response time and mechanism.
4. Detail works and implementations of the physical and logical network configuration shall be discussed and agreed together with the IPPT’s ICT section before the actual task run.
5. Power requirement to follow Malaysia's national voltage: 230V, 50 Hz for single phase.
6. The equipment shall be fully installed and made fully functioning at site.
7. The equipment supplied must be warranted against manufacturing defects for at least 24 months from the date of accepted commissioning inclusive parts and labour.
8. Quotation that does not quote prices exclusive of tax will not be considered.
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